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“VMs” “Cloud” “SAAS” “Containers” 

“Configuration As Code” “GitOps”

“Open Infrastructure Project”

“Ruby” “Python” “Golang” “Java” “BASH” “Groovy”

Jenkins Infrastructure 
Project
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Jenkins-Infra

634 
# 

Contributors

20,618
# Commits

74
# Repositories
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Jenkins-Infra
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Jenkins?

“Public” Jenkins ci.jenkins.io ⇐ Tests 

“Trusted” Jenkins trusted.ci.jenkins.io

“Cert” Jenkins cert.ci.jenkins.io

“Release” Jenkins release.ci.jenkins.io ⇐ Release 



Release Environment
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Current State
● Hard to improve
● Zero transparency
● Fragile process
● Strong dependencies on one 

person/machine
● At least more secure by design but...

Ideal State
More Brains….
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Release 
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Release 
Environment
Infrastructure

Infrastructure 
jenkins-infra/azure

https://github.com/jenkins-infra/azure
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Release Infrastructure

● Network, IPs, Dns
● Kubernetes (AKS)

○ Windows AutoScaling Nodes
○ Linux AutoScaling Nodes

● Azure KeyVault
○ Code Signing Certificate
○ Sops secrets
○ GPG key

● Azure File Storage

Azure
Ci.jenkins.io

Testing Workflow
- Linting Test
- Validate Syntax
- Deploy from PR
- Delete PR 
- Deploy from Master
- Upgrade from master to PR

trusted.ci.jenkins.io

jenkins-infra/azure

https://github.com/jenkins-infra/azure


What I wish I knew before 
working on this 

Infrastructure 

● AKS initial configuration
○ AutoScaling
○ Windows node
○ Network (ipcalc)
○ Node Taint
○ Vm size big enough

● Testing Terraform is hard
● Automate Terraform is risky
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Release 
Environment
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jenkins-infra/charts
jenkins-infra/jenkins-infra
jenkins-infra/openvpn

https://github.com/jenkins-infra/azure
https://github.com/jenkins-infra/jenkins-infra
https://github.com/jenkins-infra/openvpn
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Release Environment

● Vpn (jenkins-infra/openvpn)
○ Vpn.jenkins.io

● Ldap
○ Ldap.jenkins.io

● Jenkins 
○ release.ci.jenkins.io

● Maven repository
○ release.repo.jenkins.io

● Storage WebSite
○ Release.pkg.jenkins.io

● jenkins-infra/charts (Helm)
○ Helm Charts
○ Jenkins
○ Nexus
○ Jenkins-release-env
○ Pkg

● jenkins-infra/jenkins-infra (Puppet)
○ Vpn
○ Ldap

Services Code

jenkins-infra/charts
jenkins-infra/jenkins-infra
jenkins-infra/openvpn

https://github.com/jenkins-infra/openvpn
https://jenkins-infra/charts
https://github.com/jenkins-infra/jenkins-infra
https://github.com/jenkins-infra/azure
https://github.com/jenkins-infra/jenkins-infra
https://github.com/jenkins-infra/openvpn
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Secret Management

● Stored in Git
○ Versioning
○ Audit

● No third Services to maintain
● Different secret keys between files 
● Easy to replicate environments
● Different ways to (dec)encrypt

○ Azure Key Vault
○ GPG
○ ... 

Mozilla/sops jenkins-infra/charts 
● Charts
● Helmfile.d
● Clusters
● Config
● Secrets
● Jenkinsfile
● PodTemplates.yaml

jenkins-infra/charts

https://github.com/jenkins-infra/azure
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Resource Automation
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● Kubernetes
● Kubernetes-credential-provider
● Configuration-as-code

Jenkins Configuration 

● Cloud Kubernetes
○ Default jnlp PodTemplate  

■ Linux
■ Windows

● Ldap
● Matrix
● Jobs:

○ K8smgmt
○ Release
○ Packaging

 

Helm Jcasc 
stable/jenkins
charts/jenkins
charts/env-jenkins-release

Plugins

jenkins-infra/charts

https://github.com/jenkins-infra/azure


What I wish I knew 
before working on this 

Environment

● Persistent Volumes shouldn’t be 
managed by Kubernetes

● Certmanager - Letsencrypt - Dns-01
● Be ready to rotate all your secrets
● Autoscaling relies on Pod Limits
● Monitoring will save us all

○ Loki
○ Prometheus
○ Grafana
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Maven

No choice

Python

● Data structure
● Json/yaml
● Templating
● Python > jq

Bash

● Default Environment 
variables

● If/For

Makefile

Simpler Interface

Jenkinsfile

1

2

3

4
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Jenkins Agents: Kubernetes

● Global Jenkins Configuration
● Jenkinsfile

○ Injected Yaml
○ Additional yaml file

● Shared Libraries

● Security Policy 
○ runAsUser 1000
○ fsGroup

● Use Persistent Volumes

Pod Template Definition Containers

Let Kubernetes manage your resources
PodTemplate and docker-compose
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Release Workflow
jenkins-infra/release
jenkinsci/jenkinsJenkinsfiles.d

PodTemplates.d 
Utils

https://github.com/jenkins-infra/release
https://github.com/jenkinsci/jenkins
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Packaging
jenkins-infra/release
jenkinsci/packaging

https://github.com/jenkins-infra/release
https://github.com/jenkinsci/packaging
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Discuss
Jira
Mailing List
IRC
IEP

Improve

Test
ci.jenkins.io

Validate
Release.repo.jenkins.io

release.pkg.jenkins.io

Implement
Jenkins-infra/azure
Jenkins-infra/charts
jenkins-infra/release
jenkinsci/packaging

Review
Pull Requests

Deploy 
 

release.ci.jenkins.io 
 

https://issues.jenkins-ci.org/projects/INFRA/issues
http://lists.jenkins-ci.org/mailman/listinfo/jenkins-infra
https://jenkins.io/chat/
https://github.com/jenkins-infra/iep
https://ci.jenkins.io/job/Infra/job/azure/view/change-requests/
https://release.pkg.jenkins.io
https://release.pkg.jenkins.io
https://github.com/jenkins-infra/azure/tree/master/plans
https://github.com/jenkins-infra/charts
https://github.com/jenkins-infra/release
https://github.com/jenkinsci/packaging
https://github.com/jenkins-infra/azure/pulls
https://release.ci.jenkins.io


Thanks
Vernin Olivier

Jenkins Infrastructure Officer


